
Security Measures 
Card abuse 

The benefits of fast and convenient payment that come 
with the AirPlus Corporate Cards unfortunately also 
attract fraudsters. That is why we have mandated that  
certain security measures are followed by merchants that 
accept Mastercard® or Visa all over the world.

One of these measures is the obligation to obtain a  
transaction authorization if a purchase exceeds a certain 
amount. In general, this authorization is transmitted  
electronically through a merchant’s authorization terminal.

Depending on the country, industry and amount, the  
merchants may, in exceptional cases, be requested to 
carry out an identity check of the cardholder. We kindly 
request your understanding should you be subjected  
to such a check. 

These security measures are not intended to cast doubt 
on your or your company’s creditworthiness. Instead, they 
aim at discovering loss early and at avoiding third party 
credit card abuse. Do not let a merchant turn you away 
because “your card cannot be accepted”. It is uncommon 
that a card cannot be read, e.g., if the chip is damaged.

We suggest that if this does occur you insist  
on the merchant contacting the Mastercard®  
or Visa center, or contact us directly by phone
at + 49 (0) 851 2136-9250 or by email  
to card@airplus.com.

Your AirPlus credit cards are equipped with 
state-of-the-art Chip & PIN1 technology

Chip & PIN technology complements the traditional  
magnetic strip and provides enhanced protection against 
abuse of your AirPlus Corporate Cards. More and more 
merchants that accept your card are working with  
payment terminals from the new Chip & PIN generation –  
both on a national and an international level. 

Your Chip & PIN card can be used with any type
of payment terminal: those that accept cards
with a magnetic strip and those for cards with
Chip & PIN.

  Please enter your PIN when requested to do 
so. If you are not requested to enter a PIN, 
please sign the receipt.

  In addition, your PIN enables you to withdraw 
cash at ATMs, if this service was authorized  
by your employer.

  If you are using our card double (an AirPlus 
Corporate Card or AirPlus Travel Expense Card 
and an AirPlus Private Card), the same PIN  
is valid for both cards.

AirPlus Corporate Cards. 
Focus on Security.

1 PIN = Personal identification number
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3D Secure

3D Secure is a special authentication procedure for online 
transactions. It increases your protection from card misuse 
on the internet by making sure only you, the authorized 
cardholder, and the appropriate online merchant are involved 
in any transaction. At Mastercard®, the procedure is called 

“Mastercard® SecureCode”, and at Visa it is “Verified by 
Visa”. Many online stores worldwide already use it and it 
can be activated quickly and free of charge.

Where is 3D Secure used?

When you wish to purchase something or make a booking 
through a website which is certified for 3D Secure, you 
have to use 3D Secure. In online stores that are not yet 
offering this new security standard, you pay the usual way.

How do I use 3D Secure?

You can register for 3D Secure quickly and easily in the 
AirPlus Business Travel Portal at www.airplus.com/login 
or you can opt to be directed to the AirPlus Business  
Travel Portal the next time you make a payment at a  
participating 3D Secure online shop.

After you have registered, you will be sent a mobile TAN  
by text message/SMS to your mobile phone during every 
online purchase. These text messages will also contain 
the transaction data (name of the online shop, date, time, 
amount) for your review and confirmation.

For further information please visit us at
www.airplus.com/my-airplus-card

AirPlus Card Control
Transaction control by SMS, app or email

AirPlus Card Control enhances transparency for your  
card account: You will be informed directly about all  
transactions made with your card. After registering for  
AirPlus Card Control under Credit Card Management in 
the AirPlus Business Travel Portal, you will be notified  
by SMS, app (Android or iOS) or email if card transactions 
authorized online exceed a predefined amount (€50  
minimum). In addition, we will inform you of the first  
transaction authorized online in each country, regardless  
of the amount.

You will also be informed if and why a transaction has 
been rejected and about ways to prevent rejections in the 
future. You can deactivate AirPlus Card Control in the  
AirPlus Business Travel Portal at any time.

Transaction management

Transaction management allows you to manage  
transactions made with your AirPlus Corporate Cards at 
all times. For better protection against abuse, you can  
opt to define permanent or temporary rules for the use of 
your AirPlus Corporate Cards. For example, you can

  block your card for use in specific countries or regions,
 
  define a maximum amount for individual transactions 

that cannot be exceeded and/or
 
  set a limit for cash withdrawals and online purchases.

Your AirPlus Card Control advantages 
at a glance

  Maintain continuous control of your card 
transactions

  Detect any incorrect charges or misuse of 
your card early

  Always keep updated on your remaining  
credit limit – a service that is particularly  
useful when you are traveling

Registration for all AirPlus Card Control services
is free at www.airplus.com/login

www.airplus.com
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Online Transaction Verification

We recommend that you check your monthly AirPlus card 
statements thoroughly and inform us immediately of  
any irregularities. Fraudulently charged items will be  
credited back to your card fast and hassle-free. With your 
online account in the AirPlus Business Travel Portal,  
you have worldwide access to your card statements at any 
time and can check all your card transactions whenever
you wish.

All the services offered in the AirPlus Business Travel Portal 
are at your disposal around the clock at no cost and aim to 
provide improved security for your AirPlus Corporate Cards. 
To register, you can apply online for access to the AirPlus 
Business Travel Portal at www.airplus.com/registration

Preventive Card Exchange

In the event that our fraud detection team identifies any 
irregularities that give rise to the suspicion that an  
AirPlus Corporate Card, AirPlus Travel Expense Card, or 
AirPlus Private Card might be used abusively, they will 
immediately take appropriate measures: i.e., we will 
exchange the impacted cards before any fraud can take 
place. If this is the case, we will inform you in writing about 
all the details in due time before we exchange your card.

Protect your card against abuse

  Never hand your card to any unauthorized persons.

  Carefully check the information on your sales receipts 
and verify that the total amount of your purchase is  
correctly entered in the “Total” field.

  Make sure that any carbon paper used for copying the 
sales receipts is properly destroyed.

  Also make sure that your card is handed back to you 
and keep a copy of your sales receipt after each 
payment.

  Safely store the sales receipts with your signature and 
card number shown to protect your card details.

Card Loss

If your AirPlus Corporate Card, AirPlus Travel Expense Card, 
or AirPlus Private Card is lost or stolen, please inform  
us immediately at one of the following numbers:

AirPlus Corporate Card Service
T + 49 (0) 851 2136 - 9250
or call the central emergency hotline for  
card cancellations on 116 116.

In addition, please report the incident to the police. If your 
card is lost or stolen, you will not be liable for any damages 
incurred after reporting this. For damage incurred before 
reporting this, your liability is limited to a maximum of  
€50 per card.1 If an AirPlus card that you reported lost or 
stolen is found again, please do not use it since it will have 
been blocked for use. Please destroy the old card by cut-
ting through the magnetic strip and chip and
dispose of the card.

Should you need urgent replacement of your card during  
a business trip to pay for business expenses, Mastercard® 
or Visa will provide you with a temporary card on request 
within 24 hours for a fee of €100. This service is available 
all over the world. The temporary card will then be repla-
ced later with a new AirPlus Corporate Card,  
AirPlus Travel Expense Card, or AirPlus Private Card. If you 
do not need an urgent replacement card, we will issue  
a new AirPlus card within one week.

Emergency Cash

In cases of emergency, AirPlus offers you the possibility to 
obtain cash from a bank determined between Mastercard® 
or Visa and you on production of valid identification.  
Please contact us directly for more information.

1 With respect to damages due to the use of a lost, stolen or otherwise 
missing card before the loss was reported, or that resulted from 
another improper use of the card, the liability shall be limited to a 
maximum amount of €50 per card, unless the fraudulent intention 
of the Card User has enabled the improper use, or it was brought 
about by intentional or grossly negligent action on the part of the Card 
User. In such a case of misuse, the Card User and/or Company shall 
be liable for the full amount of damages.
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AirPlus Corporate Card Service 
Postfach 13 09 
94003 Passau, Germany 

T + 49 (0) 851 2136-9250 
F + 49 (0) 851 9512-8804 
card@airplus.com
www.airplus.com
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Scams on the Internet (Phishing)

In the past, emails have repeatedly appeared on the  
internet that request your your credit card details or bank 
information. The senders of these emails appear to be 
banks, credit-card organizations or other seemingly trust-
worthy institutions. These emails are likely to be a scam 
and should not be trusted. Please be aware that neither 
AirPlus nor our partner banks or other credit-card organi-
zations that we work with will ever email you asking for 
sensitive security information, such as your PIN.

These bogus emails may look extremely professional.
Fraudsters may imitate entire websites. If you do receive 
such an email, please do not respond to it and inform  
us immediately.

 
Some important tips on how to deal 
with phishing

  Do not reply to any emails that request your 
personal data or card number.

  Do not complete any documents attached to 
these emails.

  Do not open any links contained within  
these emails.

  If in doubt, contact the sender or AirPlus in 
another way.

  Check your card statements promptly and 
thoroughly and report any irregularities  
to AirPlus immediately. As the card holder, 
you enjoy protection against this type  
of abuse.

  Only enter personal data on the internet if 
absolutely necessary.

  If you must enter personal data on the  
internet, do not use passwords that are easy 
to guess, such as names or birthdates.  
Professional hackers can bypass these  
relatively easily.

  Use different passwords for your online 
access (bank, auctions, portals, etc.).

  Never send your passwords by email.
  Destroy all sensitive documents that you no 

longer need (letters with personal data such 
as your PIN, etc.).

Would you like to know more about security 
measures? If you have any questions,  
please do not hesitate to contact us at 
+ 49 (0) 851 2136-9250 or card@airplus.com.
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